NMHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAKOLWUXCA AnA PASMELLEHUA
HA OPULIMATIbHbIX MHTEPHET-PECYPCAX

C KaxgblM rogoM MOSoAeXun B MHTEPHETE CTaHOBUTLCS Gonblue, a LWKONbHUKMA OAHN U3
caMbIX aKTUBHbIX Nonb3oBatenen PyHeta. Mexay TeM, NMOMUMO OrpOMHOrO KOnmMyecTBa
BO3MOXHOCTEN, WHTEPHET HeceT M npobnembl. 3Ta namaTka AOMKHA Nomodb Tebe
6e3onacHoO HaxoaMTbCS B CETW.

KOManOTeprIe BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pa3HOBMOHOCTb KOMMbIOTEPHbLIX MPOrpaMm, OTINYUTENbHON
0COBEHHOCTbIO KOTOPOW SIBMSIETCS CMOCOBHOCTb K pas3MHOXeHMo. B gononHeHue K
3TOMY, BMPYCbl MOTYT MOBPEAUTb UMK MOSTHOCTbIO YHUYTOXUTL BCe (paisbl U OaHHbIE,
NOOKOHTPOMbHbLIE MOMb30BATEND, OT MMEHU KOTOPOro Obina 3anylleHa 3apaxxeHHas
nporpaMmMa, a Takke MOBPeAUTb WU AaXe YHUYTOXWTb OMNepauuoHHYH CUCTEMY CO
BCeMu parinamu B LierioM. B 6onbLUMHCTBE Cny4aeB pacnpoCTPaHsTCS BUPYChl Yepes
NHTEPHET.

MeToAb! 3aWMTbI OT BpeAOHOCHbIX NPOorpamMmm:

1. Mlcnonb3yn cOBpeMEHHbIE OnepaLmOHHbIE CUCTEMbI, UMEOLWME CeEPbE3HbIN YPOBEHb
3aWMThbl OT BPEAOHOCHbLIX Mporpamm;

2. TocTosiHHO ycTaHaBnvBan nadTu (UnMpoBble 3annaTky, KOTopble aBTOMaTU4YeCKU
yCTaHaBnMMBaKTCA C Lenbo AopaboTku nporpammbl) M apyrme OBGHOBNEHUS CBOEW
onepaumoHHon cuctembl. CkadmBam uUx TOSbKO C ouumManbHOro canta paspabotyvka
OC. Ecnu cyliecTByeT pexunm aBToMaTU4eCKOro 0OHOBMEHNS, BKIOYN €T0;

3. PaboTan Ha cBOeEM KOMMNbIOTEPE Mo NpaBamMu NONbL30BaTENs, a HE agMUHUCTpaTopa.
OT0 He NO3BONUT BGONBbLUMHCTBY BPEAOHOCHbBIX MPOrpaMM MHCTanIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHbLIX NPOU3BOAMUTESNEN, C
aBTOMaTn4ecknm obHoBneHnem 6as;

5. OrpaHunyb oM3nYecKknin JOCTYN K KOMNbIOTEPY AS1 NOCTOPOHHUX NnL,;

6. Mcnonb3ymn BHELLHWE HOCUTENY MHOopMaLMK, Takue Kak dreLuka, ANCK unu gann 13
WHTEPHETA, TOSbKO U3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTKkpblBan KOMMNbIOTEPHbIE (hawnrbl, MONy4YeHHble U3 HEHaOEXHbIX WUCTOYHWUKOB.
[axe Te cannbl, KOTOpblE NpUcHan TBOW 3HAKOMbIW. Jlydlle yTOYHU Y Hero, oTrnpasnan
nn oH Tebe nx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepefayn AaHHbIX, He TEXHOMOrUS, a Bcero nuwb 6pena, mapka. Ewe
B 1991 rogy HuoepnaHackass koMmnaHusa 3apernctpupoBana 6peHg "WECA", 410
obo3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbin nepeBoguTCA Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrasa abbpesmaTypa, KOTOpas SBMSIETCA TaKOW Xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHMe BbIIO JAHO C HAMEKOM Ha
CTaHZapT Bbicwen 3ByKkoBouM TexHuku Hi-Fi, 4yTo B nepeBoge oO3Ha4daeT "BblCOKas
TOYHOCTBL".



[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTenNsiX U asponoprax SABMSETCs OTIINYHON
BO3MOXHOCTbKO BbIXO4a B WHTEpHEeT. Ho MHOorme akcnepTbl CyYMTalT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B obwenoctynHbix cetax Wi-fi:

1. He nepepaBan CBOKW NMYHYy0 MHGOpMauuio yeped obwenoctynHole Wi-Fi cetw.
PaboTas B HUX, )XenaTtenbHO He BBOAUTb Naposiv 4OCTyNa, NOMMHbI U Kakne-To HoMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U GpaHamayep. Tem cambiM Tbl
obesonacuub cebsa OT 3aKkayku BUpyca Ha TBoe YCTPOUCTBO;

3. lNpu wucnonb3oBaHun Wi-Fi oTknoun dyHkuyuio "O6wmun goctyn Kk daunam u
npuHtepam". [aHHas QYHKUMS 3akpbiTa MO YMOSIYaHUK, OAHAKO HEeKoTopble
NnoNb3oBaTeNn akTUBUPYIOT ee And yaobcTea ncnonb3oBaHnda B pabote unm yyebe;

4. He vcnonb3yn nyonuuHein WI-FI ona nepefaym nuYHbIX AaHHbIX, Hanpumep And
BbIX04a B COUManbHbIE CETU UMK B ANTIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonbKo 3alumiieHHoe coeauHeHne yeped HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MmobunbHoOM TenedoHe oTknoun pyHkumio "MoakntoveHne k Wi-Fi aBTomatmnyeckn”.
He ponyckan aBTOMatmMyeckoro noAknoyeHus yctpouctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HALLY XM3Hb, MHOIMME Ntoan paboTatoT 1 XXUBYT TaM
NOCTOAHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg 4ernoBek, YTO ABNsSeTcA
OJHOM ceabMOW BCEX XuTernewm nnaHetbl. MHOrme nonb3oBaTenu He MNOHUMAOT, YTO
NHOpMaLnS, pasMELLEeHHass UMW B COLMarnbHbIX CETAX, MOXeT ObiTb HangeHa wu
MCNoNb30BaHa KEM YroaHO, B TOM Yncne He 06s3aTenbHO ¢ 6rnarumm HamepeHnsiMun.

OcHoOBHbIe coBeTbl N0 6€30NacCHOCTU B COLuMalibHbIX CeTAX:

1. OrpaHuyb cnucok apysen. Y Teba B Apy3bsSX He OOMKHO ObiTb CrnyvanHbIX WU
HEe3HaKOMbIX IIOOEN;

2. 3awmuian CBOK 4acTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUA W OPYry0 JNUYHYIO UMHAOPMaUMo.  3MOYMbIWMAEHHUKA  MOTyT
ncnonb3oBaTb faxe WHOPMaUUIO O TOM, Kak Tbl U TBOW poauTenn nnaHupyeTte
NPOBECTU KAHUKYNbI;

3. 3awwmiian cBoK penyTauuio - 4EPXN ee B YMCTOTE 1 3agaBan cebe Bonpoc: XxoTesn Obl
Thbl, YTOObI Apyrve nonb3oBaTeny BUAENN, YTO Thl 3arpyxaelwb? Nogyman, npexage Yyem
4YTO-TO ONyGnMKOBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnn Tbl roBOpULLbL C NOAbMW, KOTOPbIX HE 3Haellb, He UCMOSIb3y CBOE pearibHoe
UMS U OPYTYIO JIMYHYI0 MHAPOPMaLUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beram pasmewieHnsa gotorpaduin B IHTEpHETE, rae Tbl N3006paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO OnpeaennuTb TBOE MECTOMOSIOXEHNE;

6. Mpwn pernctpaunmn B coumnanbHON CeETU HEODXOAMMO MCMNONb30BaTh CIIOXHbBIE NAPOIN,
coctoswme n3 6yks 1 uMdp MU C KONMYECTBOM 3HAKOB He MeHee 8;



7. na coumanbHOM CeTun, NoYTbl U OPYrMX CanToB HEOHXOAMMO MCMNONb30BaTh pasHbie
naponu. Toraa ecnu Tebs B3noOMaroT, TO 3MI0YMbILLMIEHHUKN NoslyYaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpaay.

OnNeKTPOHHbIE AEeHbIU

OnEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIN cnocob nnaTtexen, OgHAKO CyLLEeCTBYHOT
MOLLEHHMWKWN, KOTOPbIE€ XOTAT NOSTYYUTb 3TN OEHbIW.

SﬂeKTpOHHbIe AeHbrm noaBuriiMCcb coBceM HegaBHO N MMEHHO M3-3a 3TON0 BO MHOIMMX
rocygapcrteax oo CUX rnop He rnpornncaHo npo HMX B 3aKOHax.

B Poccun e oHM OyHKLMOHMPYIOT 1 O HUX YKe NPOnMcaHo B 3aKOHE, FAe UX pasgenstoT
Ha HECKOINbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIEe. Pa3Huua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaeTca nNpoBoAuUTbL onepaumm 6e3 nageHTUduKaumm
nonb3oBaTens, a B HEaHOHWMHbIX WOeHTUdUKaUMSa nonb3oBaTens SABMASEeTCH
obs3aTenbHON.

Takke cnegyeTt pasnuyatb 3MeKTPOHHble buaTHble AeHbrM (paBHbl FOCYAaPCTBEHHBIM
BanTaM) 1 3NeKTPOHHbIE HedmaTHble AeHbrM (He paBHbl FOCYAapCTBEHHLIM BantoTam).

OcHoOBHbIe coBeTbl N0 6e30nacHOn paboTe ¢ INEeKTPOHHbLIMU AeHbraMu:

1. MNpuBskK K c4eTy MOOUNbHBIM TenedoH. 3TO cambin yaobHbIN 1 BbICTPbIN CNOCO6
BOCCTaAHOBUTb AOCTYN K cyeTy. [NprBA3aHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOW
nfaTeXHbl Naposib UNK 3angellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. Vcnonb3yn opoHopasoBble naponu. locne nepexoda Ha YCUNEHHY aBTopu3auunto
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KPpaXky Ui nepexasarta NnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNMpecTynHukam 6GyoeT He nNpocTo yragaTb CIOXHbIV
naposib. HagexHble naponu - 310 Naponu, KoTopble cogepXaTt He MeHee 8 3HakoB U
BKIOYaloT B cebsi CTPOUHbIE U NPONUCHbIE BYKBbI, LMAPbI U HECKONIBKO CUMBOJIOB, Takue
Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NUYHbIE AaHHble Ha canTax, KOTOPbIM HE AOBEpPSELLb.
AneKTpPOHHas noyTa

OreKTPOHHAasi NoYTa - 3TO TEXHONOMMSA 1 NpeaocTaBngemMble el yCnyr no nepechisike u
MONYYEHNIO SNEKTPOHHbIX COOOLLEHMI, KOTOPblE pacnpenensitoTcs B KOMMbHOTEPHOWN
cetTn. OB6bIYHO OMEKTPOHHBIA MNOYTOBBLIA SAWMK BbIMAAUMT criegylowmm  obpasom:
UMs_nonb3oBaTena@ums_aomeHa. Takke Kpome nepegadmn npocToro Tekcta, UMeeTcs
BO3MOXHOCTb nepefasatb hansbl.

OcHoBHbIe coBeTbl N0 6e3onacHOn paboTe C 3NIeKTPOHHOW NOYTOM:

1. Hago Bbi6paTb NnpaBusibHbLIN MNOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, O4HAKO Nydlle AOBEPSATb TEM, KOro 3Haellb M KTO
nepBbI B PENTUHTE;

2. He ykasblBa B NUYHOW MoYTE NUYHYKO MHpopmaumo. Hanpumep, nyywe Bbibpatb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "tema13";

3. Vicnonb3yn AByxaTanHy aBToOpM3auunio. OTO Korga NoOMUMO Napons HYy>XHO BBOAMTb
koA, npucbinaemoin no SMS;



4. Bblbepn cnoxHbln naponb. [Onsa kKaxgoro nNoYTOBOro SAlMKa OOMMKEH ObiTb CBOM
HaOeXHbIW, YCTONYMBBIN K B3STOMY NMaporib;

5. Ecnu ecTb BO3MOXHOCTb HanmMcaTb CamMOMy CBOW JIMYHbLIA BOMPOC, UCMOMNb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HeCKOnbKO MNOYTOBLIX SAWMKOB. [lepBblM ONA YaCTHOWM MNepernvcku c
agpecaTamu, KOTOPbIM Thbl OBEpSAeLlb. ATO ANEKTPOHHbIN agpec He Ha40 UCMNOoMb30BaTb
npu pernctpaumm Ha goopymax n cantax;

7. He oTkpbiBan hannbl n gpyrve BIOXEHUA B MUCbMaXx, AaXe ecrnv OHWU Mpuwnu ot
TBOMX Apy3en. Jlyylle yTouHM y HUX, OTAPaBNANM N1 OHN Tebe 3Tu dhannbl;

8. Nocne okoHYaHMst paboTbl HA NOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKIAAKN C CauTOM
He 3abyab HaxaTtb Ha "Beintn".

KnGepOynnuHr nnum BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHve CcOOBLIEHUAMU, cogepXalwmmm ockopbneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbHO
pas3fnnYHbIX MUHTEPHET-CEPBUCOB.

OcHoOBHble coBeTbl N0 6opb6e ¢ KNGepoynNMHrom:

1. He 6pocanca B 6on. Jlyywmnin cnocob: nocoBetoBaTbCs kak cebst BECTU U, ecrniv HeT
TOro, K KOMy MOXHO 06PaTUTLCS, TO BHaYane ycnokouTbcs. Ecnu Tbl HAYHeLWb OTBeYaThb
OCKOpOneHsamMu Ha ockopbneHus, TO TONMbKO eLle H6onblue pasoxokeLlb KOH(IWKT;

2. YnpaBnsu ceoen knbeppenytauunen;

3. AHOHMMHOCTb B ceTu MHuMmasd. CyLiecTBYHOT CMOCOObl BbISICHUTb, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckum obpas BUpTyanbHOM Xn3Hu. VIHTepHeT ukcupyet Bce
TBOW OENCTBUSA U COXpaHaeT ux. Yaanutb ux dyaeT KparHe 3aTpyAHUTENBHO;

5. Cobniogan cBOK BUPTYyaribHYHO YeCTb CMOSIOAY;

6. UrHopupyn eanHnyHbii Heratm. OQHOpPa3oBble OCKOPOUTENBbHbIE COOBLLEHUS NyYLle
urHopupoBaTb. OBbI4MHO arpeccusi NpekpaLwaeTca Ha HavYanbHOW cTaauu,

7. Ban arpeccopa. B nporpammax o6meHa MrHOBEHHbIMM COOBLLIEHNSIMU, B COLManbHbIX
CeTsX eCTb BO3MOXHOCTb B/10KMPOBKM OTNPaBKM COOOLLEHMI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb kubepbynnuHra. TBOM AEeNCTBMS: BbICTYNUTb NPOTUB
npecnegosaTensi, MokasaTb €My, 4YTO €ro [AeWCTBMS OLEHMBAlTCS HeraTuBHO,
nopaepkatb KepTBY, KOTOPOW HyXHa MCMXONornyeckas NomoLlb, COoBLWUTEL B3POCHbIM
0 hbakTe arpeccrMBHOro NOBEeAEHNs B CETU.

Mo6unbHbIN TenedhoH

CoBpemeHHble CcMapTOHbl U nNnaHWweTbl cogepxar B cebe BNoMHe B3POCIbIN
dYHKLUMOHAr, U Tenepb OHM MOTYT KOHKYpPUpPOBaTb CO CTaLMOHaPHbIMU KOMMNbIOTEPAMM.
OpHako, cpeacTB 3almThbl Ansi NoA06HbIX YCTPONCTB NOKa O4EHb Mano. TecTupoBaHue u
NMOUCK YS3BMMOCTEN B HUX NMPOUCXOOUT He Tak MHTEHCUBHO, Kak anda K, 1o xe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHWNNA.



CoBpeMeHHble MObUnbHbIE Bpay3epbl yXke NPaKTUYEeCKM AOrHanM HacTosbHbIE aHanoru,
O[lHaKoO paclunmpeHne yHKUnoHana BneveT 3a cobon 60nbLUyH CNOXHOCTb U MEHbLLYIO
3aLUULLEHHOCTb.

[aneko He Bce NpoM3BOAWTENM BbiMyCcKaloT OOHOBMEHWS, 3aKpbiBalOLLME KpUTUYECKME
ySI3BUMOCTW A151 CBOUX YCTPOMNCTB.

OcHoBHble coBeTbl AnA 6e30nacHOCTU MOGUNbLHOro TenecgoHa:

Huyero He siBnsieTcs No-HacTosilwemy 6ecnnaTtHbIM. Byab ocTopoXeH, Beab Koraa tebe
npeanaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOTYT BbITb CKPbITbI Kakne-To NraTHbIe YCIYru;

Oyman, npexge yem otnpaButb SMS, oTo nnu Bngeo. Tl TOYHO 3Haelb, rAe OHU
OyayT B KOHEYHOM UTOre?

Heobxoanmo 06HOBNATL ONepauUmOHHY0 CUCTEMY TBOEro CMapTOHa;
Mcnonb3y aHTUBMPYCHbIE NpOorpamMmbl A5t MOBUIbHbLIX TENEGOHOB,

He 3arpyxaii npurnoxeHWss OT HEU3BECTHOIO MCTOYHWUKA, BeOb OHW MOTYT cofepaTb
BPEAOHOCHOE NporpammHoe obecneyeHue;

[Mocne TOro kak Tbl BbIMAELWb C canTa, rge BBOAWUIT NUYHYKO MHOpMauuo, 3anan B
HacTpoviku 6pay3sepa n yganu cookies;

Mepuoanyeckn NpoBepsin, Kakne NnaTHble YCNyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

[aBan cBon HoMep MOBUNBLHOrO TenedoHa TONbKO NAAM, KOTOPbIX Tbl 3HAELb U KOMY
[oBepsieLlb;

Bluetooth gormxkeH 6bITb BbIKNOYEH, KOrga Thl UM He Nonb3yellbes. He 3abbiBan nHoraa
NpoBepPsTb 3TO.

Online vrpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacoYHble, 3axBaTbiBaloLME pasBrevYeHus,
o6beauHsIIoLLMe COTHU ThiCAY YernoBek Mo Bcemy Mupy. Urpokn nccnenytot AaHHbIA UM
MuUp, obLiatoTcs Opyr C APYrom, BbIMOMHSAKT 3adaHusl, cpaXalTcsl C MOHCTpaMu U
nony4atoT onbIT. 3a Y40BOMbCTBUE OHU NNATAT: NOKYNaT AUCK, OnnaynBaroT aboHEMEHT
NN NPUOGPETAKT KaKMe-TO OMNUUN.

Bce aTM cpeactBa vaoyT Ha nogdepkaHMe M pasBUTME UMPbl, @ Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCS CUCTEMbI aBTOPM3aLMK, BbiNyCKaOTCS HOBbIE NaTyu
(undbpoBble 3annaTky 4Ns NporpaMMm), 3aKpblBalOTCS YS3BMMOCTI CEPBEPOB.

B nogoGHbIX Mrpax CToMT onacaTbCsi HE CTONbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro naporsi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3aumm 6onbLUMHCTBA Urp.

OcHOBHbIe coBeTbl N0 6e30nacHOCTN TBOEro NrpoBOro akKkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unm co3gaeT Tebe HENPUATHOCTU, 3abnokupym
€ro B CNu1cKke UrpoKos;

2. Tloxanynca agMuyHUCTpaTopaM Wrpbl Ha Mfoxoe MoBedeHWe 3TOro Urpoka,
XenatenbHO NPUITOXUTb Kakne-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan NuyHyto MHopmarmo B npodansie nrpbl,



4. YBaxaun opyrmx y4aCTHUKOB MO Urpe;
5. He yctaHaBnunBan HeouumasnbHble natin n Moabl;
6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Oaxe BO BpeMsi Urpbl He CTOMT OTKMOYaTb aHTMBMpyc. oka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3unTb.

PULWNHI UnNn KpaXxa JINYHbIX OaHHbIX

O6blYyHOM KpaXken AeHer U OOKYMEHTOB CErogHs YXe HMKOro He YAMBULLb, HO C
pasBUTUEM WHTEPHET-TEXHOSOMMA 3MIOYMbILLNIEHHUKN MEPEMECTUNIUCE B MHTEPHET, U
NpogomkalT 3aHMMaTbes "nobumesiMm" genom.

Tak nosiBMNacb HOBas yrpo3a: UHTEPHET-MOLUEHHNYECTBA UM OULLKHS, rMaBHasa uesb
KOTOPOro COCTOUT B NOSTyYEHUN KOHUAEHUMANbHbIX aHHbIX NONb30BaTENen - IOrMHOB
n naponen. Ha anrnuinckom a3bike phishing untaetcs kak couwmHr (ot fishing - pbibHas
noens, password - napornsb).

OcHoBHbIe coBeTbl NO 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogos3peBaellb, Y4TO TBOSA aHkeTa Obina
B3nloMaHa, To HeobxoMmo 3abnoknpoBaTb €€ 1 COObLNTL agMUHUCTPATOpam pecypca
00 3TOM Kak MOXHO CKOpEe;

2. Vicnonb3yn 6e3onacHble Be6-canTbl, B TOM YMCNE, UHTEPHET-MarasnHoOB U MONCKOBbIX
CUCTEM;

3. Nicnonb3yn CrnoxHble 1 pasHble naponu. Takum obpasom, ecnv 1ebsa B3fiomatoT, TO
3M10yMbILLMEHHUKM NOoslydaT AOCTYMN TOSbKO K OOQHOMY TBOEMY Npodusio B CETU, a He KO
BCEM;

4. Ecnu Tebs Banomanu, To Heo6xo4MMo npeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOPbIE
AobGaBreHbl y Tebs B Apy3bsix, O TOM, YTO Te6s B3rioManu U, BO3MOXHO, OT TBOEFO MMEHU
OyaeT paccbinaTtbCsl cnam U CCbINKM Ha OULLMHIOBLIE CalThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIM TenedoH;
6. OTKNIOYN coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan hannbl U gpyrve BIOXEHUA B MUCbMaXx, AaXe ecrnv OHW Mpuwnn oT
TBOMX Apy3en. Jlyylle yTouHM y HUX, OTNPaBNAnM N oHn Tebe aTn dhannsbl.

LucdpoBas penyTtauus

Lindposas penyTtaums - 370 HeratMBHasi Unm No3MTMBHasA MHopMaunsa B cetn o Tebe.
KomnpomeTupyowas uHdopmMauus, pasMelleHHas B MHTEpPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW peanbHOMW Xu3Hu. "Lindposas penytaumsa" - 3TO TBOWM
UMUK, KOTOPbIN hopMmnpyeTcsa n3 nHgopmauum o Tebe B MHTEPHeTE.

TBOe MeCTO XuTenbCTBa, Y4yebbl, TBOE (pMHaAHCOBOE MONOXeHMe, OCOBEHHOCTH
XapakTepa u pacckasbl 0 61IM3KMX - BCE 3TO HakansmBaeTcs B CETWU.

MHorme noapoCTKM NErkoMbICNEHHO OTHOCATCS K NyOGrnukauum nNMYHON MHopMaumm B
NHTepHeTe, He NoHMMas BO3MOXHbIX NOcneacTBuini. Thl Aaxe He CMOXeLLb AoraaaTbes



O TOM, 4YTO dooTorpadms, pasmeLleHHada 5 neTt Hasag, ctana npUYNHOM oTKasa MPUHATb
Tebs Ha paboTy.

KommeHTapun, pasmewieHve TBoux doTtorpacmm mn gpyrme OencTtBusi MOTyT He
MCYE3HYTb Jaxe Mnocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaAELUb, KTO COXpaHWUI 3Ty
MHopmauuto, nonana nm oHa B MOUCKOBbIE CUCTEMbI M COXpaHWUNACh N1 OHa, a rMaBHOE:
4YTO nogymatT O Tebe oKpyxawlime nau, KOTopble HanayT M yBUOAT aT0. Hantum
NHOPMaLMIO MHOIO NET CNYCTS CMOXET NMtobon - Kak 13 Aobpbix NOBYXAEHUN, Tak N C
HaMmepeHneMm NPUYMHUTL Bped. ITO MOXET ObiTb KTO YrOAHO.

OcHOBHbIe coBeTbl NO 3awuTe L poBOoN penytTauum:

1. Nogyman, npexae 4Yem 4YTO-TO Ny6rvkoBaTb M NepefasaTb y cebs B 6Grore vnu B
counarnbHOW CeTu;

2. B HacTponkax npoduns yctaHOBU OrpaHUYeHNA Ha NPOCMOTP TBOEro Nnpoduss n ero
coaepXnmoro, caenamn ero Tonbko "gnsa apysen”;

3. He pasmellan n He ykasbiBan MHpOpMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnstb
nnun obmxaTb.

ABTOpCKOE npaBo

CoOBpEMEHHbIE LUKOMIBHMKN - aKTUBHbIE MNONb30BaTENM LMEPOBOro MNPOCTPaAHCTBA.
OpHako ganeko He BCe 3HaKT, YTO NOSMIb30BaHNE MHOTMMW BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENEeKTyanbHy COBCTBEHHOCTb.

TepMyH "MHTennekTyanbHasi COOCTBEHHOCTb" OTHOCUTCS K pPasfnyHbIM TBOPEHUSM
4YenoBEYEeCKOro yma, HadMHasi C HOBbIX W3006peTeHu K 3HaKoB, 0OO3HaYaroLmX
COBCTBEHHOCTb Ha MPOAYKTbl WU YCRyrM, WU 3akaH4MBasi KHUrammu, otorpagpuamm,
KWHO(UIIbMaMun 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COBCTBEHHOCTb HA NPON3BEAEHWS
HayKu, niMTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYMNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKMI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
cnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOEro Tpyaa, nonyvnmtb
N3BECTHOCTb N Npu3HaHune. Hukto 6e3 paspelueHnsa aBTopa HE MOXET BOCNPOU3BOAUTb
ero npousBedeHune, pacnpocTpaHATb, MNybrnMYyHO AeMOHCTpUpoBaThb, MpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B NpokaTt, NyGnnm4yHO UCNOMHATbL, NOKa3biBaTb/UCMOMHATL B
admpe nnu pasmeLwlatb B VIHTepHeTe.

VMicnonb3oBaHue "nmpaTckoro" nporpamMHoro obecnevyeHns MoXeT NPMBECTM K MHOTUM
pyckam: OT NOTEePU AaHHbIX K TBOUM akkayHTam 4o 610KMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBIIEHa HeneranbHas nporpaMmma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble N 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HANTU B CETU.



